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Tylenol, Homicide and Terrorism

In 1982, seven people died in Chicago as a result of
swallowing cyanide-laced Tylenol bought from open
shelves

Mass murder - nowadays might be called terrorism
Perpetrators not caught and motivation never discovered
Caused widespread fear about safety of such products

Significant losses for makers of Tylenol
— Took several years to regain their 35% of market share
— Spent $100 dollar to send out consumer warnings

Some copycat offences in US and other countries



“Tamper-proof”’ Packaging

Business and government worked quickly to
design “tamper-proof” packaging regulations for
food, drugs and cosmetics

FDA issued the regulations with unprecedented
speed Two guiding principles:

— Breaks in seal must be highly visible

— Should be convenient for consumer (!)

Initial worries about costs — but the regulations
were a godsend to the packaging industry

The packaging has been effective (till now) —
and Is constantly improved




This presentation

 The unintended crime opportunities
created by businesses — and eliminated by
them (as in Tylenol case)

 The drop In crime and the role of
Increased security

* The role of business in prevention of
terrorism




In passing...

Businesses play a much wider role in crime than the
unintentional creation of crime opportunities

They are offenders, targets of crime and suppliers of
security products and services

Criminology text books barely mention business, even
though we are “a nation of shopkeepers”

Crime policy makers only sporadically engage business
In crime reduction and rarely sponsor research:

» Crimes against businesses (British Retail Consortium)
» Business security practices and products (guards and alarms)

Criminologists and governments now in danger of
Ignoring the business role in preventing terrorism



Businesses inadvertently create crime...

1. Through manufacturing “criminogenic goods”
—  Cars with weak door and ignition locks
—  Credit cards with poor security
—  Unprotected software

2. Through poor management and design of facilities
(“risky facilities”)
—  Car parks without surveillance
—  Shop displays facilitating theft
—  Disorderly, overcrowded pubs and clubs
3. Through “leaky systems”
— Inadequate checking of insurance claims
—  Banking systems that facilitate money laundering
— Inadequate controls on deliveries and shipping



Risky Facllities

Among similar facilities or establishments (e.g.
bars, banks, car parks, convenience stores) a
small proportion of the total will account for
most of the crime or disorder (The 80/20 rule)

Some research examples:

1. USA Convenience stores: 6.5% have 65% of
robberies

2. UK Banks: 4% have robbery rates 4-6 times higher
than other banks

3. Liverpool bus stop shelters: 9% experience 40% of
vandalism



19 City Center Car Parks in Nottingham

Carpark Spaces CrimesPer Carpark Spaces Crimes Per
1000 Spaces 1000 Spaces

#1 1066 0.0 #11 167

#2 590 0.0 #12 412
#3 300( 3.7 #1: 472
H4 1700 5.3 #14 50

#5 335 9.0 #15 625

#6 1200 19.2 #16 225

#7 125 24.0 #17 56

#8 510]0) 25.0 #18 49

#9 425 40.0 #19 75
550 47.3




Reasons for risky facilities

e Size (rates)

Reporting practices

Location — more likely offenders
More suitable targets
Management practices

Design and layout



Average yearly arrests at 10 apartment buildings
bought by a San Diego slumlord

Date Bought Pre-owning Post-owning
Arrests Arrests
1985 0.1 6.0
1986 0.2 27.9
198¢ 0.C 3.4
1987 0.0 8.3
1987 0.0 11.3
1988 0.4 8.1
1991 0.2 9.3
1991 2.3 21.8
1992 1.1 0.7
1992 0.2 10.7
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Incentivizing improved
management

Enforce building regulations (“code
enforcement” iIn US)

Publish risks — e.g. at different car parks
Certification programs (Safer car parks)

Voluntary codes of practice (Geelong
Accord)

Performance bonds (Oakland Motel)
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Oakland Airport Motel

e 10 times as much crime as nearby motels
* Occupied by prostitutes and drug dealers

 To prevent closure, the parent company agreed:

— To repay $35,000 to the police for cost of
Investigating the problem

— To design and implement a preventive program

— To pay the city $250,000 if crime was still greater than
other motels within 2 years (a “performance bond”)
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Preventive measures at the
Oakland Airport Motel

Cleaned and painted the property and removed
abandoned vehicles

Upgraded lighting and fencing

Replaced the managers and security guards and
sacked problem employees

Instituted pre-employment background checks
on all new employees

Established strict check-in procedures with a list
of banned individuals

Prohibited room rentals for more than 30 days
Increased room costs by 50%
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Calls for Police Service
Oakland Airport Motel

Calls for

Service
1998 197
1999 212 | More detalls for this
2000 242 case study:
2001 38
2002 1 WWW.popcenter.org
2003 (Jan-Mar) 3
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Products and crime

Products can be TOOLS for crime (guns, cordless

drills)

TARGETS of crime (iPod, cars)
Sometimes both (e.g. credit cards, cell phones)
It is mostly “hot” products that are CRAVED by thieves:

1.

ok wn

6.
Prod

Concealable
Removable
Available
Valuable
Enjoyable
Disposable

ucts can produce a “crime wave” — according to

recent Urban Institute report iPods did this in USA

Within narrow categories of products there is great
variation in theft risks (80/20 rule again)

15



Lorries Stolen

UK, 1994
Number Theft
Stolen | Rate per
1000
Livestock Carrier 156 56
Drop-side Lorry 582 27
Flat-bed Lorry 565 14
Refuse Truck 10 1
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Horse Boxes
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4% of mobile phone models accounted for 45% all
phones stolen in London in 2005
Mailley, Whitehead and Farrell (Justice of the Peace)

Rank Model % of all Cumulative %
Stolen

1 Nokia 6230 15.4 15.4

2 Samsung D500 8.2 23.6

3 Motorola Razr 5.4 29.0

4 Sony Ericsson K700i 4.0 33.0
5-10 6 other Nokia models 12.9 45.9
11-498 All other models 54.1 100.0
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Most products modified to
safeguard business interests

Pre-payment devices for petrol pumps

Software programmed to prevent illegal copying
Drop safes built into buses

Stronger cash containers for vending machines
Coin operated phones replaced by card operated

Vandal-resistant materials for phone kiosks and bus
seats

Holograms for labels of high-priced alcohol
Automatic account verification for credit cards
Bulky packaging for frequently shop-lifted items
Shopping carts with automatic wheel-locking
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UK Credit card fraud losses

( Millions)

Phone/  Application Forged Theft Lost/  Total

Internet  Fraud Card In Mail Stolen
1992 1.4 8.4 29.6 123.2 165.0
1994 25 0.7 9.6 126 711 96.9
1996 6.5 6.7 13.3 10.0 60.0 97.1
1998 13.6 14.5 26.8 120 65.8 135.0
2000 729 17.4 107.1 17.7 1019  317.0
2002 110.1 20.6 148.5 37.1 108.3 4246
2004 150.8 36.9 129.7 729 1145  504.8
2006 212.6 31.9 99.6 154 684  428.0
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Cell Phone Cloning in USA

Criminals obtained mobile numbers by “scanning” calls
or hacking into telecom databases

Cloned phone calls cost the US industry $800 million in
1995 alone

Measures to eliminate cloning (cost $240 million):
* Profiling systems
* PINs

Radio Frequency Fingerprinting

Pre-call Validation

Roamer Verification

Authentication

No real displacement to subscription frauds - these
frauds not committed by organized crime
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Cell phone cloning losses
U.S. 1992-1999

Figure 1

Semi-Annual Fraud Dollar Losses
United States, June 1992 - December 1999
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Fewer Products Modified to Protect
consumers

e Caller-ID

e Hardened beer
glasses

e Firewalls for PCs

e V-chip on American
TVs
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Protecting consumers

« Manufacturers resist changing products when
they are not harmed
— Not our job to reduce crime
— No consumer demand for better security
— Police should lock up more criminals

 An EU study (Ken Pease) argued that a
business case must usually be made

« But the market does not always deal well with
negative externalities — regulation may be
needed
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The Criminogenic Car

30 years ago HORU launched situational prevention and
designing out crime on a sceptical world (Mayhew,
Hough, Burrows, Ekblom)

A key early study — evaluation of steering locks
Paul Ekblom’s spin-off on crime free car:
— Burrow’s response

— HO sceptical
— Manufacturers unresponsive

For years, “car theft” continued to account for almost
20% of personal victimizations in the BCS

The UK car theft index helped to change things
(Laycock/Webb)

Immobilisers mandated by EU in 1998 — car theft is
dropping quickly
Security and the crime drop 26



Security and the crime drop

Crime has fallen in most Western countries

US explanations do not hold elsewhere:
— waning crack epidemic

— mass imprisonment

— Compstat and “zero tolerance” policing

— demographic changes

Widespread security improvements made in all
western countries in past 25 years

Modifying products only a small part of this huge
Investment made by business and governments

27



Security improvements

Public housing: 1000s of high rise blocks demolished
worldwide and replaced by defensible space designs

Private housing: burglar alarms and security design
standards

Public transport : help points; CCTV, more guards,
better CPTED designs

Shops : EAS, ink tags, CCTV, bar coding and RFID
Convenience stores: cash reduction, “two clerks”

Banks . Large scale heists eliminated by security
guards, reduced cash in tills, time release safes and
bullet proof screens.

Offices : controlled access; ID tags

Pubs and clubs : bouncers, responsible drinking
practices
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11.
12.
13.

14.

15.

16.

17.

Security improvements (Cont)

Cars: steering locks in 1970s, immobilizers in 1990s

Credit cards: Improved delivery of cards, POS
verification, chips

Computers : anti-virus programs; spam filters etc
Bank notes : anti-counterfeiting features

Public phones: card-operated, strengthened cash
boxes, etc

Motoring offenses: Speed/red light cameras and
breath tests

Street offences : city guards, neighborhood watch,
iImproved lighting

Security guards: Now outnumber police in many
countries

CCTV: Campuses, parking lots, schools, hospitals, city

centers and shopping malls, banks and ATMs



N

The cumulative effect of improved
security on overall crime rates

Not all this security is effective, but much of it is
It most probably also has a cumulative effect

. Removing easy opportunities for crime means:

» People are less likely to consider crime as a way to satisfy their
needs (or greed)

 They are exposed to fewer examples of profiting from offending
 They achieve fewer crime “successes” themselves

 They cannot so easily live a “life of crime” by shoplifting, drug
dealing, car theft

Stopping the first crime in a sequence prevents later
ones (theft results in fencing and the profits lead to
buying drugs, etc)

The police can be more effective when not overwhelmed
by petty crime
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Reducing opportunities for
terrorism
People still need persuading that

situational prevention Is effective — despite
30 years of accumulated success

Has to be done over and again with each
new category of crime

Situational variables are always
discounted in favor of dispositional ones

Terrorism is just the latest example
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Outsmarting the Terrorists
(Praeger Security International , 2006)

« Applies situational
prevention to terrorism:

— modifying tools and
weapons

— altering “leaky systems”
— protecting vulnerable
targets
e Business has arole in all
these

| will deal only protecting
targets
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Business owns 80% of
“critical iInfrastructure”

Transportation — air, sea, roads, rail, subways, ports, bridges and
tunnels

Food and agriculture — growing, processing and distribution

Communications — telecommunications, postal service, radio and
TV, Internet

Water — reservoirs, distribution and purification

Energy — refineries, generating stations, nuclear plants, electricity
grids, oil and gas pipelines

Industries and manufacturing — factories; warehouses; distribution
centers, shops and retail outlets

Public facilities — malls; restaurants; hotels; skyscrapers;
stadiums; movie theaters

Banking and finance — computer systems; offices

Citizen care — public records of vital statistics, health, safety and
social security systems, and property
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Businesses cannot protect every target

(nor can governments)

But they don’t have to — only the most vulnerable
Must counter alarmist “what if?” by “how likely?”
Must also have a method to determine vulnerability

US Homeland Security solution: the “National Asset”
Database:

Lists 77,069 critical sites
Indiana 50% more than New York State

Includes: Old Macdonald’s Petting Zoo; The Mule Day Parade;
Mall At Sears, Nix’s Cash Checking etc

Also includes “Amish Country Popcorn” with 5 employees
Owner says “Only Amish buggies and tractors here”

“Maybe because popcorn explodes?” Source: New York Times,

July 12, 2006

Database is fuelled by pork — EVIL DONE instead?
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EVIL DONE and the targets of

terrorism
Exposed Destructible
Vital Occupied
lconic Near

Legitimate Easy
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Exposed
Vital

lconic
Legitimate
Destructible
Occupied
Near

Easy

TOTALSCORE

The Capitol

Wk B~ WO 01w ol
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EVIL DONE

Total Vulnerability Scores

The Capitol

Pentagon

White House
Washington Monument
Union Station
Washington Cathedral
Old Post Office
Georgetown University
Washington Zoo

29
28
28
20
24
17
13
13
10
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Criticisms

Too costly — but work within set budgets and choose
dual “benefit solutions”

Too much work — but not If systematically shared out
Too inconvenient — but not compared with the risks
Too intrusive — but not compared with profiling

Waste of money Iif terrorists stop (think of all those
nuclear shelters!) — but they won’t stop

Treats symptoms, not causes — but it achieves an
Immediate effect

Won't work because too many targets to choose from —
but focus protection on highest risk targets
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Airliner Hijackings and Bombings

N. Years Average Hijackings Sabotage
Per year Per year
U.S.A. Other Worldwide
Countries
1961-67 7 1.6 3.0 1.0
1968 1 20.0 15.0 1.0
1969-70 2 30.5 58.0 4.5
1971-72 2 27.0 33.0 4.5
1973-85 13 9.4 22.7 2.2
1986-89 4 2.8 9.0 2.0
1990-00 11 0.3 18.5 0.3
2001-03 3 1.3 5.7 00



Opportunity-reduction more
efficient than:

“Taking them out” (can’t rely on it)

Punishment (too late and creates martyrs)
Profiling (inaccurate and discriminatory)
Winning hearts and minds (utopian)

Changing ideologies (ditto)

Eradicating “root causes” — oppression, poverty,
etc (ditto again)

Waging war (no comment)

40



